Ransomware:
Protect your business

Create policies

Establish information security and
cybersecurity incident

0 management program policies and

procedures.
Contracts
Hold your vendors accountable by S—
building privacy and cybersecurity
requirements into contracts. :@

Security tools

Installing security tools can help
prevent malware, quarantine
suspicious files, and issue alerts.

Back up data

Always backup information and
systems in an offline environment. A
ransomware threat holds less power

when you have your data safely stored.

Limit access

Only allow users to access data if it is
required to perform their job duties.
This will help protect important
company information.

Educate staff

|
S &
Prioritize privacy and cybersecurity
training for all employees to help
avoid breaches and raise

awareness to suspicious activity.
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